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Zmiany w topologii Exchange
Funkcje Compliance w Exchange Server 2007



Srodowisko pocztowe

Rosnace potrzeby compliance

jodnos¢ z regulacja
~ Standardy
Sprawy sgdowe

Przeszto 75% dokumentow tworzonych na

Swiecie krazy jako poczta elektroniczna
-Gartner Research




Sprzecznosc interesow

Chcag miec nielimitowane zasoby,
dostepne z dowolnego miejsca

Nie martwig sie backupami

Nie tracg czasu na zarzadzanie
wiadomosciami

Compliance ich nie obchodzi

Obstuga krytycznych ¢ Redukcja kosztow
informac;i ‘ ‘ | zarzadzania storage’m

Zgodno$¢ z regulacjami " ¢ Eliminacja kosztéw

Kasowanie {1 obstugi .PSTs
niepotrzebnych informacji | - ¢ Efektywna odpowiedz na
Wdrazanie procesow i zapytania o konkretne
regulamindow informacje




Information retention

Established by the SEC, establishes retention policies for brokers, dealers, and Exchange
members. Per SEC 17a-4 regulations, broker-dealers as well as many multiline financial firms need
the capacity to capture, index, archive, search, and retrieve their email and instant message (IM)
communications.

SEC 17A-4

Controlled access

Relates to the privacy of patients' health information. The act is intended to protect medical records
and other health information held or disclosed by health-related organizations.

Heath Insurance
Portability and
Accountability Act
(HIPAA)

Addresses the public's increasing concern regarding the protection and use of their private
information. Mandates that financial institutions take steps to ensure the security and confidentiality
of their customers' personal information.

Gramm-Leach Bliley Act

Mandates public disclosure of computer-security breaches in which confidential information of any
Californiaresident may have been compromised. Confidential information includes social security
numbers, California driver's license numbers, account numbers, and credit or debit card numbers. It
became effective on July 1, 2003.

California SB 1386

Information and process
integrity

Impacts financial reporting processes, with long-term effects on corporate governance and the
regulation of auditors.

Sarbanes-Oxley Act of
2002

Created in response to recent growth in international financial markets. It intended to encourage
banks to manage their capital appropriately and to improve their risk-control processes. It is a set of
international risk-based capital guidelines due to take effect in 2006.

Basel Il

Established the criteria under which electronic records (including email) and signatures will be
considered equivalent to paper records and handwritten signatures in manufacturing processes
regulated by the FDA.

21 CFR Rule 11

Developed in response to the September 11, 2001, terrorist attacks. The act requires financial
services and insurance companies to implement antiterrorism and anti-money-laundering
regulations, including capabilities to identify customers and flag suspicious transactions.

USA PATRIOT Act
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Reguty Transportowe

Realizacja Complie
N0CZ

_\ New Transport Rule

[ Introduction ntroductio
A i hw dllwyutocreale new rule. Rules hav dt to hkf
Ethlcal Wa”S B dioos i I g ook i th soreltion i s thers e ailiie M e Ul
] Actions sage.
[} Exceptions |ame:

I Create Rule
I Completion

Filtrowanie osobistych
informac;i

¥ Enable Rule

Klasyfikacja wiadomosci
Konfiguracja Administratora
Konfiguracja Uzytkownika




Reguty Transportow a

Reguta

Transportowa
gotowa!




Ethical Walls

. New Transport Rule

7 Inbroduction Conditions
B Conditions Step 1: Select condition(z):

[ Actions O from pecple =
O from a member of distibution list

" Erocglins O from users inside or outside the corporation
[ Create Rule O :ert to people
[J Completion O sert to & member of distibution list

O zent to uzers inside or outside the corparation

between distribution lizt and distribution list

O when any of the recipients in the To field iz people

O when any of the recipients in the To field is a member of member of distrib
O when any of the recipients in the Cc field i people

O when any of the recipients in the Ce field is a member of distibution list
O when anw of the recipients in the To or Co fields are people

M1 whern annaf e racinients in Bhe Toooe Ce fields i 5 mermber of dizbibn o Wyb I e ra my kl I ka \A!a ru n kOW d 0
Step & Edit the rule description [click an underlying value): ) ko n St ruowania I"eg Ul'y

Apply rule to messages

between stock analysts and stock traders

Help | < Back Mest Cancel




Ethical Walls

New Transport Rule

7 Inbroduction Actions
M Conditions Step 1: Select action(z):

[ Actiors O apply message classification

O append disclaimer test using font, size. color, and Fallback to action if u DO pa SOW UJ e my rea I 1IZOwWan a.

- Exceptions D zet the spam confidence level to value a kC dO W mo OW Or a n |Zac |
I Create Rule O st header with value JQ y g g J
[ Campletion O remove header

O =2dd a recipient in the To field address

O copy the message to address

O blind carbon copy [Bec) the message to addiess
O redirect the message to address

e to zender with enhanced status o

zend bounce me
O silently drop the meszage

d

Step 2 Edit the rule description [click an underlying walue):

Apply rule to messages
between stock analysts and stock raders

send Communications between traders and analysts are restriced per company
policy, For more information please see hitp:h\policy, to sender with 5.7.1

< Back | Hest = I Cancel




. New Transport Rule

[ Introduction Conditions

n |_ an ||:||f s

|;| z

] Caompletion

ber thar or H|:|IJ:|| to ||r||||

Ochrona osobistych informacji
potaczona z dopasowaniem do
regulacji prawnych

=

- JO00O0O0EO0O000

t field he body of the



LET o Untitled - Message (HT!
New Mail Messaae | Insert. Messaae Ootions Write

QjmwMessage Set Permission @) Q ;'] Y ‘ ;

v || N Restrictions Check  Attach Follow

=1 send Do Not Forward Names = File~ & Up~ 4
—l 2 mes Include Options

ASC Privileged

| I Save Company Confidential
Company Internal

ﬁ Save As... Restrict Permission As...

x Delete
)\_é Permission L




Untitled - Message (HTML)

Set Permission

Na Restricti
@ Restietons Check | Attach Follow By

Do Mot Forward MNames File = & Up~ 4
mes Include Ciptions F]

MHew Message

A/C Privileged

Company Confidential

Save

Company Internal

Save As... Restrict Permission As...

Permission

=]
=
I
X

o

Print...

Properties

Close

L g 4

B8] Editor Options




Klasyfikacja wiadomo:

'a Untitled Message - Microsoft Internet Explorer M=l

=3%end d | 0 | B2 & & - Options... | HTML
G To... Spencer Low
AJC Privileged
G cc... Atkachment Removed
Subject: Patent Question Company Confidential

Times Mew Roman 1z« B I T Comparty Internal

Can you help me out with some guestions regarding a patent submission? Thanks!

Cheers,

-Hally

Tu rowniez mozna znalezé w menu Permissions



Untitled - Message (HTML)

)
ew Mail Message 1 Insert Message Options Write

Aj |Ca||h|| =i [e= | 23 @ Q ’H'”Y ?'@

B 7 U a_,? = Address Check | Attach Follow
| ||ﬁ' ||_ Book Mames FiI:“:v P2 Up~ 4 =

Basic Text Mames Include Options

Send Paste

-

Send Cliphuard F}

I}

The sender claims this information is: A/C Privileged - This message is either a request for legal advice from an attorney or a response by an
attorney for legal advice, It should be treated confidentially, should only be sent to people with a need to know, and should only be

forwarded by an attorney.

Pomaga przypomina¢ uzytkownikom o
zgodnosci z regulacjami prawnymi




PRRR e - Options... | HTML r

ice from an atkorney or a response by an atbarney For legal a It shiould be treated

with a need to know, and should only be forwarde

Subject: Patent Question

Times Mew Roman U £ iE W, é -

on? Thanks!

Pomaga przypomina¢ uzytkownikom o
zgodnosci z regulacjami prawnymi



Journaling

Journaling jest realizowany podczas przesytania wiadomosci
Per-database
Per-user
Per-distribution list
Obstuga réznych typow wiadomosci
Global — wszystkie wiadomosci
Internal — tylko wewnetrzne wiadomosci
External — wiadomosci z zewnetrznym nadawcg lub odbiorcg
Moze wystepowac na podstawie reguty transportowej
Na podstawie odbiorcy
Na podstawie nadawcy wiadomosci
Na podstawie zawartosci
Wiadomosci objete journalingiem przenoszone sg do Managed Folders



Journaling — rysunek |

From: <Sander address=

Tao: <Dastination addrass>

G =Carbon Copy address="

Beo: <Blind Carbon Copy Address>*
Subject: <Message Subject>

Original Message

JOURNAL AGENT
Is there a journal

rule that matches
with this message?

Hubr Transporl Role

Journal Mailbox

e

From: <Sender address>
Tor =Destinalion addragss

Cc: <Carbon Copy address>"

Beo: <Blind Carbon Copy Address=*

Subjecl: <Message Subject> *Ps: The fields CC: and BCC: are optional
Original Message




New Journal Rule Wizard

[ Mew Joumnaling Fuls Mew Journaling Rule
Thiz wizard helps you create a new jounal rule. When enabled, the new joumal ke iz

[Z] Completi izati
e executed on your organization's Hub Transport servers.

Fiule name:

IE:-teu:utive Compliance

Journal e-mail address:

ISEC Compliance Browse... |

Scope:

Journaling — dowolny adres S
SMTP " Intemal - internal messages only

" External - messages with an esternal zender or recipient

¥ Joumal mezzages for recipient:

IE wecutivez@danepre]d extest microzoft com

v Enable Rule

£3 Joumnaling iz a premiumn feature and requires an enterprize client access license to enable.




Szczegodtowa adresacja odbiorcy:
BCC
Distribution List Expansion
Forwarded Mailboxes



Archiwizacja

Wiadomosc¢ ,zazurnalowana” moze byc
zarchiwizowana na dowolny adres SMTP

P =

= a Exchange Server
~ Site Microsoft Office SharePoint Server X
Zewnetrzne rozwigzanie archiwizacyjne

- d

a R
N\ \/
\
i




Zgodnosc w tranzycie i

spoczynku

~ Wiadomosci w tran cie
Reguty Transportowe
| I‘ gury P

Journaling

Wiadomosci w spoczynku
Messaging Records Management
Information Rights Management



Messaging Records

Management

| DW@E
:

~ uzytkownika
Integracja z rozwigzaniami archiwizacyjnymi
Reguty Retencji konfigurowane wg typu
E-mail
Voice mall
Faxes
Tasks
Calendar




Messaging Records
Management

—

3 Introduction
[ Joumaling

Mew tanaged Content
Settings

[ Completion

v—» New Managed Content Settings

- J— S -

Introduction

Managed content settings allowe vau ta cantrol the ifezpan af items of the specified
message pe,

Marme of the managed content zettings to be displayed in the Exchange Management
Conzole:

I.fi".rchive

Meszage type:
[ &1l Mailbax Cantent =]

i leszages expire after [days):

Expiration perniod startz:
I'W'hen the item iz moved ta the folder j

Action ta take when meszage expires:

ove to the Deleted Items Folder

dovye to the following managed cuztom folder:

Pomaga uzytkownikom
przechowywaé informacje
potrzebne i kasowa¢€ niepotrzebne

Mate: The target managed custom folder must already exst. b
are created by wzing the Mew Managed Folder wizard.

< Back | Mext = I

Cancel |




Reguty Retencji na

Ustawianie regut na folderach Inbox,
Deleted Items, etc.

Reguty bazujg na wieku wiadomosci

Niezalezne reguty wigczane dla maili,
wiadomosci gtosowych i faxow

Akcje zwigzane z wygasnieciem:
Przeniesienie do Deleted Items
Skasowanie

Inbox (8210 Items, 75 Unread)

Search Inbox

X &

| Inbox %

Przeniesienie do innego folderu
do przejrzenia przed cleanupem

Dodatkowe informacje mogq byc¢
pokazywane uzytkownikom

Messages are moved to the Cleanup Review folder 150
days after being sent or received. Move messages that
need to be kept longer for business or legal reasons to a
Managed E-Mail Faolder

Arrange By: Date - Meweston top =

Today

[ I T 7T R



Zarzadzane foldery wyswietlane w skrzynce
pocztowe| uzytkownika

Miejsce do dtugoterminowego
przechowywania krytycznych wiadomosci

Nle moga byc¢ skasowane

0gg zawierac¢ podfoldery tworzone przez
uzy kownika

Grupowane razem poprzez Mailbox Policies

gb ty moga byc¢ tworzone na podstawie
osobnych ustawien

Kazdy folder moze by¢ indywidualnie
quotowany

M il

= ﬁ Terry Adarms
] Calendar
i_onkacks
@ Deleted Ikems
.7 Drafts
Inbox (74)
l:__a Junik, E-mail

= EE Managed Folders

=] EE Financial Crata
] Accounts Payable
T MEA
" Monthly Reparts
] NewProducts (30}

l_L Motes




Exchange Server 2007 |

Compliance

lastycznosé narzedzi do obstuzenia potrzeb
organizacyjnych

Architektura przygotowana do efektywne]
realizacji compliance

Moze byC czescig bardziej ztozonego
rozwigzania compliance



Exchange Server 20C

Transport Journaling _
Information and Process Integrity
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